PROTECTING LOCATION PRIVACY IN SENSOR NETWORKS
AGAINST A GLOBAL EAVESDROPPER
Abstract:

While many protocols for sensor network security provide confidentiality for the content of messages, contextual information usually remains exposed. Such contextual information can be exploited by an adversary to derive sensitive information such as the locations of monitored objects and data sinks in the field. Attacks on these components can significantly undermine network applications. The existing techniques defend the leakage of location information only from an adversary who sees only local network traffic. However, a stronger adversary, the global eavesdrop- per, is realistic and can defeat all existing techniques. This paper first formalizes the location privacy issues in sensor networks under this strong adversary model and computes a lower bound on the communication overhead needed for achieving a certain level of location privacy. The paper then proposes two techniques to provide location privacy for monitored objects (source location privacy): periodic collection and source simulation, and two techniques to provide location privacy for data sinks (destination location privacy): destination simulation and backbone feeding. These techniques provide trade-offs between privacy, communication cost, and latency. The analysis and simulation demonstrate that the proposed techniques are efficient and effective for source and destination location privacy in sensor networks.

Existing System:

	In the Existing System the techniques defend the leakage of location information only  from an adversary who sees only local network traffic. However, a stronger adversary, the global eavesdrop- per, is realistic and can defeat all existing techniques.

Disadvantage:
· There is no security.
· Traffic flow is very high.
· The Eves dropper easily hack the data.

Proposed System:

In the proposed system formalizes the location privacy issues in sensor networks under this strong adversary model and computes a lower bound on the communication overhead needed for achieving a certain level of location privacy. The paper then proposes two techniques to provide location privacy for monitored objects (source location privacy): periodic collection and source simulation, and two techniques to provide location privacy for data sinks (destination location privacy): destination simulation and backbone feeding. These techniques provide trade-offs between privacy, communication cost, and latency. The analysis and simulation demonstrate that the proposed techniques are efficient and effective for source and destination location privacy in sensor networks.

Advantages:
· High security
· Less Traffic flow.
· Hacking is very hard.
Modules
· Admin Module
· User Module
· Sensor Module
· Send Information Module
· Security Module
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